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Abstract The U.S. energy sector plays a central role in national resilience because every other critical infrastructure depends on it. 

When the grid is disrupted, the effects quickly spread into public safety and the economy. As utilities move toward cloud-based 

operations, expand telemetry, and integrate more distributed energy resources (DERs), the line between operational technology 

(OT) and IT becomes thinner. This increases both the attack surface and the risk of cyber physical infrastructure failures. 

Artificial intelligence (AI) can strengthen grid awareness by detecting anomalies, threat, forecasting issues, and supporting 

predictive maintenance. At the same time, AI brings new risks such as poisoned telemetry, adversarial inputs, model tampering, 

and supply chain vulnerabilities that can reduce trust in systems that must operate safely. 

This paper introduces a practical, Azure-aligned reference architecture for securing cloud-native AI systems in the U.S. electric 

grid. The design includes OT-aware Zero Trust connectivity, layered security controls across data ingestion, storage, training, and 

inference, and resilient edge-cloud deployment patterns that maintain reliability even when connectivity is limited. Governance is 

guided by the National Institute of Standards and Technology (NIST) AI Risk Management Framework (AI RMF 1.0), using its 

Govern, Map, Measure, and Manage functions to improve traceability, monitoring, and risk handling throughout the AI lifecycle. 

A transmission-grid anomaly detection case study demonstrates how these principles apply in real deployments, including secure 

telemetry ingestion, model registry protections, and fail safe behaviors that align with operational needs. 

The architecture also includes modern practices like tracking where models come from, AI red teaming, privacy preserving 

monitoring, and safeguards for foundation models to manage new risks from autonomous DER behavior and changing federal AI 

safety guidelines. 

Index Terms— Artificial intelligence, critical infrastructure, cybersecurity, electric grid, industrial control systems, NIST 

AI RMF, operational technology, Zero Trust, Azure. 

 

I. INTRODUCTION 

The U.S. energy sector sits at the center of national 

security, public health, and economic stability, and its 

importance is amplified by the fact that every other critical 

infrastructure sector depends on it. As the grid evolves driven 

by renewables, DERs, microgrids, and advanced metering the 

volume of operational data grows and the system becomes 

more dynamic, demanding sharper situational awareness and 

faster decision cycles. At the same time, utilities are 

accelerating their move to the cloud to gain scalable analytics 

and deeper operational insight, a shift that introduces new trust 

boundaries and broadens the cyberattack surface. 

AI offers meaningful advantages in this environment. It 

can surface anomalies earlier than traditional rule-based 

systems, anticipate conditions that lead to instability, and 

identify failing assets before they disrupt service. But these 

capabilities come with new exposure points: corrupted 

telemetry can distort both training and inference, adversarial 

inputs can slip past detection models, and cloud hosted model 

artifacts can be manipulated or exfiltrated if not properly 

secured. This paper presents an Azure-aligned, cloud native 

AI security reference architecture designed for the realities of 

OT environments and grounded in the principles of the NIST 

AI RMF 1.0. 

II. BACKGROUND AND RELATED WORK 

A. U.S. Electric Grid and OT/ICS Constraints 

Industrial control systems whether SCADA networks, 

protection relays, or substation automation platforms operate 

under tight constraints that prioritize availability, safety, and 

deterministic behavior above all else. These systems are 

engineered to run with predictable timing, minimal latency, 



and strict sequencing, and even small deviations can ripple 

into equipment damage or service instability. This operational 

reality creates a very different risk profile than enterprise IT, 

where delays or retries are tolerable and workloads can be 

shifted or restarted without consequence. 

Because of these constraints, any security control or 

AI-enabled workflow introduced into an ICS environment 

must be designed with a deep understanding of how it 

interacts with real-time operations. Telemetry pipelines, 

anomaly-detection models, and automated decision loops 

cannot introduce jitter, unpredictable failover behavior, or 

opaque logic that operators cannot validate under stress. The 

rise of autonomous DER behavior and edge-based analytics 

only heightens this need for precision, as more intelligence is 

pushed closer to field devices that directly influence grid 

stability. 

Modern threats further complicate the picture. Compromised 

sensor data can corrupt training pipelines, adversarial inputs 

can manipulate inference at the edge, and model artifacts can 

be tampered with if supply-chain controls such as SBOMs, 

ML-SBOMs, and provenance tracking are not in place. To 

maintain trust in safety-critical decisions, utilities increasingly 

rely on AI assurance practices such as continuous validation, 

red-teaming, and stress testing under degraded or adversarial 

conditions. These safeguards ensure that AI augments operator 

judgment without undermining the deterministic behavior that 

ICS environments depend on. 

B. Sector Cybersecurity Context 

The Department of Energy plays a central role in shaping how 

the energy sector approaches cybersecurity, offering practical 

guidance, maturity models, and assessment frameworks that 

help utilities identify gaps and prioritize investments. These 

resources give operators a structured way to evaluate their 

readiness across governance, technology, and 

incident-response capabilities, and they increasingly reflect the 

realities of modern grid operations, including cloud adoption 

and AI-enabled workflows. Within DOE, the Office of 

Cybersecurity, Energy Security, and Emergency Response 

(CESER) leads the national effort to strengthen the security 

and resilience of energy infrastructure. CESER’s work spans 

threat analysis, incident coordination, supply-chain risk 

management, and the development of secure-by-design 

practices tailored to operational technology environments. Its 

programs provide utilities with both strategic direction and 

actionable tools, ensuring that cybersecurity improvements are 

grounded in operational needs and aligned with emerging 

federal expectations for AI safety, grid modernization, and 

critical-infrastructure protection. 

C. AI Risk Management Context 

The NIST AI Risk Management Framework (AI RMF 1.0) 

offers a structured way for organizations to understand and 

manage AI-related risks across the entire lifecycle, and its 

value is especially clear in sectors where safety and reliability 

are non-negotiable. The framework’s four core functions 

Govern, Map, Measure, and Manage provide a practical 

blueprint for building accountable and transparent AI systems. 

Govern establishes the policies, roles, and oversight 

mechanisms needed to anchor AI decisions in organizational 

responsibility. Map helps teams understand the context in 

which an AI system operates, including data dependencies, 

operational constraints, and potential failure modes. Measure 

focuses on evaluating model behavior, performance drift, 

robustness, and security exposure through continuous testing 

and monitoring. Finally, Manage translates these insights into 

concrete actions, ensuring that risks are mitigated, 

documented, and addressed throughout deployment and 

operation. Together, these functions give utilities a disciplined 

way to integrate AI into critical energy workflows while 

maintaining traceability, operator trust, and alignment with 

emerging federal expectations for AI assurance and safety. 

 

III. THREAT LANDSCAPE FOR AI-ENABLED GRID 

SYSTEMS 

A. Cyber–Physical Attacks 

Energy systems remain deeply cyber physical, where a 

compromise in digital systems can translate directly into 

physical consequences mis-executed switching actions, loss of 

situational awareness, or destabilized protection schemes. As 

OT and IT environments become more interconnected, new 

exposure points emerge at the seams: cloud-based analytics 

pipelines, enterprise identity platforms, and remote access 

channels now intersect with operational telemetry and control 

workflows. These intersections expand the attack surface for 

adversaries who increasingly target hybrid pathways that 

blend cyber intrusion with physical disruption. Modern 

architectures must therefore incorporate stronger 

segmentation, authenticated telemetry flows, and safeguards 

that prevent cloud-initiated logic from inadvertently 

influencing time-critical control functions. 

 

B. AI-Specific Threats 

AI introduces its own category of risks that extend beyond 

traditional cybersecurity concerns. Telemetry poisoning can 

distort both training and inference, adversarial perturbations 

can slip past anomaly-detection models, and model artifacts 

may be stolen or tampered with if supply-chain controls are 



weak. As utilities adopt more advanced models including 

foundation models and edge-deployed intelligence for 

autonomous DER behavior the need for rigorous safeguards 

grows. Practices such as model provenance tracking, 

ML-SBOMs, continuous validation, and AI red-teaming help 

ensure that models behave predictably under stress and remain 

trustworthy in safety-critical environments. These controls 

also align with emerging federal expectations for AI 

assurance. 

 

C. Cloud-Specific Risks 

Cloud platforms offer scale, elasticity, and advanced 

analytics, but they also introduce risks that must be managed 

with precision. Misconfigurations, identity boundary failures, 

region dependencies, and third-party supply-chain exposure 

can all create pathways for compromise. When AI workloads 

are involved, these risks extend to model storage, training 

pipelines, and cross-region replication. Energy-sector 

architectures must therefore emphasize strong isolation, 

least-privilege access, and resilient deployment patterns that 

maintain operational continuity even when cloud connectivity 

is degraded. Privacy-preserving telemetry techniques such as 

differential privacy and federated learning also play a growing 

role as utilities balance cloud analytics with customer-side 

data protections. 

IV. DESIGN PRINCIPLES 

1) Zero Trust across OT–IT–Cloud communications. 

2) Least privilege and identity-based access for data, 

models, and services. 

3) Defense-in-depth across ingestion, storage, training, 

and inference. 

4) Segmentation and isolation for safety-critical inference 

pathways. 

5) Fail-safe behavior and safe degradation under model 

uncertainty or outages. 

6) AI governance with traceability, model lineage, and 

human-in-the-loop controls for critical actions. 

 

 

 

 

 

 

 

 

V. AZURE-MAPPED REFERENCE ARCHITECTURE 

 

Fig. 1 depicts an Azure-mapped reference architecture organized into 

field/edge, edge compute, cloud ingestion and data, AI/ML platform, and 

SOC/NOC response layers, with a cross-cutting security and governance 

control plane. 

A. Secure Telemetry Ingestion and Edge Validation 

Telemetry is ingested via strong device identity and 

encrypted channels, brokered via durable streaming, and 

validated at the edge (schema/range checks, timestamp sanity, 

and source attestation) to reduce poisoning risk before 

analytics and AI pipelines consume the data. 

B. Data Platform and Feature Engineering 

A governed data lake stores raw and curated telemetry, 

event labels, and contextual metadata. Feature engineering 

pipelines are versioned and reproducible, enabling controlled 

re-training and consistent inference behavior across 

environments. 

C. AI/ML Lifecycle (MLOps) 

Model development uses segregated training datasets, 

tracked experiments, and a model registry with approval 

workflows. Policy-aware CI/CD enforces mandatory 

validation and risk checks prior to production promotion. 

D. Inference, Failover, and Safe Degradation 

Latency-sensitive inference is placed at the edge where 

appropriate, while fleet-wide correlation is performed 

centrally in the cloud. When confidence is low or connectivity 

is degraded, the system falls back to deterministic logic and 

operator review. 

VI. AZURE SERVICE MAPPING (IMPLEMENTATION 

VIEW) 

Capability Azure Services 



Edge device connectivity Azure IoT Hub, Azure IoT Edge 
Streaming ingestion Azure Event Hubs, Azure Stream 

Analytics 
Data lake storage Azure Data Lake Storage Gen2 
Data processing Azure Databricks or Azure Synapse 

Analytics 
AI/ML lifecycle Azure Machine Learning (training, 

registry, deployment) 
Online inference runtime Azure Kubernetes Service (AKS) / 

Azure Container Apps 
Identity and access Microsoft Entra ID, Managed 

Identities 
Secrets and keys Azure Key Vault / Managed HSM 
Network isolation VNet, Private Link, Private 

Endpoints, Firewall 
Monitoring and SIEM Azure Monitor, Log Analytics, 

Microsoft Sentinel 
Policy and posture Azure Policy, Defender for Cloud 

 

VII. MAPPING TO NIST AI RMF 

The architecture operationalizes NIST AI RMF 1.0 across 

the AI lifecycle: Govern establishes accountability and policy; 

Map defines context, intended use, and impacts; Measure 

evaluates performance and monitors drift; Manage applies risk 

treatments, incident response, and continuous improvement. 

VIII. CASE STUDY: TRANSMISSION GRID 

ANOMALY DETECTION 

A. Scenario 

A large transmission operator seeks near-real-time 

detection of abnormal load flows, line trips, and suspicious 

switching patterns using Phasor Measurement Unit (PMU) and 

substation telemetry. 

B. Architecture Instantiation 

Telemetry flows from substations through IoT Edge and 

IoT Hub to Event Hubs and Stream Analytics, landing in 

ADLS Gen2. Models are trained and governed in Azure 

Machine Learning and deployed to edge and AKS. Alerts 

integrate with Microsoft Sentinel for SOC workflows and 

playbooks. 

C. Practical Considerations 

Key trade-offs include latency versus model 

sophistication (edge versus cloud), cost versus resilience 

(multi-region design), and human trust (explainable outputs 

and stable alert quality). 

IX. CHALLENGES AND FUTURE DIRECTIONS 

Open issues include explainability for operators, secure 

data sharing, standardized robustness benchmarks for grid AI, 

and governance models that integrate cybersecurity, reliability 

engineering, and compliance obligations. 

X. CONCLUSION 

This paper presents an Azure-mapped reference 

architecture for securing AI-enabled grid operations, designed 

with the realities of OT environments and modern AI risks in 

mind. By combining OT-aware Zero Trust principles, layered 

defenses across the entire AI lifecycle, and resilient edge 

cloud deployment patterns, the architecture supports both 

operational continuity and secure model execution. It also 

integrates governance practices aligned with the NIST AI 

RMF, ensuring that utilities can trace model lineage, validate 

behavior through continuous evaluation and red-teaming, and 

apply privacy-preserving telemetry techniques where 

customer-side data is involved. Taken together, these elements 

give utilities a structured path to adopt advanced AI 

capabilities while strengthening safety, reliability, and cyber 

resilience in an increasingly autonomous and data-driven grid. 
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