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Abstract—Agentic artificial intelligence can improve Internet
of Things (IoT) workflow resilience by using runtime con-
text to select and adapt recovery actions across devices, edge
gateways, cloud services, and enterprise applications. However,
autonomously completed recovery actions may still violate autho-
rization, privacy, data-residency, actuator-safety, cost, or opera-
tional constraints. This paper proposes ARPE-IoT, an Adaptive
Recovery and Policy Enforcement Framework for Agentic IoT
Workflows. ARPE-IoT treats agent-generated recovery actions as
proposals that must pass hard runtime policies before execution.
Permissible actions are ranked using soft operational utility,
executed under a bounded recovery budget, validated against
workflow and physical-state conditions, audited, and escalated to
humans when autonomous resolution is unsafe. We implemented
a lightweight Python simulator with temperature and occupancy
sensors, two edge gateways, two cloud services, an HVAC
actuator, a policy engine, and a constrained recovery planner.
Across 10,800 simulated executions covering normal operation
and eight injected failure classes, ARPE-IoT achieved a 100%
safe handling rate, consisting of 82.2% autonomous resolution
and 17.8% controlled safe-state escalation. It reduced policy
violations from 22.2% for unconstrained agents and 33.3% for
rule-based recovery to 0% in the evaluated scenarios, with 47.7
ms mean latency.

Index Terms—Agentic Al, Internet of Things, runtime policy
enforcement, adaptive recovery, edge computing, workflow or-
chestration, governance.

I. INTRODUCTION

The Internet of Things increasingly supports operational
workflows that span heterogeneous sensors, actuators, edge
gateways, cloud services, analytical models, and enterprise ap-
plications. Unlike conventional centralized applications, these
workflows execute across environments with different network
conditions, computational capacities, security boundaries, and
availability characteristics. A single workflow may depend on
sensor observations, edge-based preprocessing, cloud infer-
ence, policy validation, and physical actuation. Consequently,
device outages, communication failures, expired credentials,
service degradation, anomalous data, and actuator errors can
interrupt the workflow or place the physical process in an
unsafe state.

Existing IoT platforms generally handle such failures
through fixed retry limits, timeout rules, redundant compo-
nents, checkpointing, rollback, or manually defined fallback
paths [9]-[11]. These mechanisms remain valuable, but they

are typically configured before deployment and react to a lim-
ited set of anticipated conditions. Research on cloud and edge
fault tolerance has similarly emphasized recovery, redundancy,
resource scheduling, rerouting, and workload placement. How-
ever, the heterogeneity and dynamism of cloud—edge IoT en-
vironments make it difficult to encode an exhaustive recovery
rule for every combination of device state, service dependency,
network condition, and operational objective.

Agentic artificial intelligence introduces a possible alterna-
tive. An Al agent can observe runtime context, reason over
workflow dependencies, generate recovery candidates, and co-
ordinate actions across devices and services. For example, an
agent may replace an unavailable sensor, redirect computation
to another edge gateway, select an alternate cloud service,
refresh a credential, roll back a command, or temporarily
operate the workflow in a degraded mode. Such context-
sensitive recovery can be more flexible than static retry logic,
particularly when the failure was not explicitly anticipated
during system design.

Nevertheless, introducing an autonomous agent into an
IoT control loop also creates substantial risk. A recovery
action that restores technical availability may still violate
authorization, privacy, data-residency, safety, cost, or opera-
tional policies. An agent might route sensitive sensor data to
an unapproved cloud region, invoke an unauthorized device,
retry a physical command beyond a safe limit, or select an
alternative actuator whose operating range is incompatible
with the current environment. Because IoT workflows may
influence physical systems, recovery cannot be judged solely
by whether execution resumes.

Recent agent-governance research has therefore emphasized
enforceable runtime constraints rather than relying exclusively
on prompts, model alignment, or post-execution audits [1]—[3].
Proposed approaches validate actions at policy gates, monitor
execution traces, restrict tool permissions, and route high-risk
decisions to human operators. These studies establish that
agent-generated actions should be treated as proposals until
they have passed deterministic or machine-verifiable checks.
However, most emerging agent-governance architectures target
general tool-using agents, enterprise workflows, cybersecurity
operations, or cloud data pipelines rather than failure recovery
in heterogeneous IoT workflows.



This paper addresses the resulting gap by proposing ARPE-
IoT, an Adaptive Recovery and Policy Enforcement Frame-
work for Agentic IoT Workflows. When a failure occurs,
ARPE-IoT classifies the failure, generates candidate recovery
actions, rejects actions that violate hard constraints, ranks
the remaining candidates according to recovery utility, and
executes the highest-ranked permissible action. Recovery is
bounded by retry limits, risk thresholds, validation require-
ments, and escalation conditions to prevent uncontrolled au-
tonomous loops.

The framework distinguishes between hard policies and
soft operational objectives. Hard policies express constraints
that cannot be traded for improved availability, including au-
thorization boundaries, actuator safety limits, prohibited data
destinations, and mandatory approval requirements. Actions
violating these constraints are rejected before execution. Soft
objectives—including latency, expected recovery probability,
cost, and energy usage—are used only to rank actions that have
already passed hard-policy validation. This separation avoids
treating safety or compliance as merely another weighted
factor that can be outweighed by performance.

Unlike conventional IoT recovery systems that select actions
using static exception rules, and unlike unconstrained agentic
systems that execute model-generated plans directly, ARPE-
IoT separates adaptive recovery planning from deterministic
runtime authorization. The framework combines policy fil-
tering before ranking, explicit allow/deny/escalate outcomes,
bounded replanning, validation after each action, and safe-
state escalation when no admissible action exists. The main
contributions are: (i) a cloud—edge architecture for policy-
constrained adaptive recovery in agentic loT workflows; (ii)
a recovery-selection method that first applies hard-policy fil-
tering and then ranks permissible actions using operational
utility; (iii) a bounded recovery protocol incorporating valida-
tion, safe-state transition, audit logging, and escalation; and
(iv) a reproducible simulation comparing static retry, rule-
based recovery, unconstrained agentic recovery, and ARPE-
IoT under injected IoT failures.

II. RELATED WORK
A. Fault Tolerance in IoT and Cloud—Edge Systems

Fault tolerance in distributed IoT systems commonly uses
redundancy, replication, retry, checkpointing, rollback, task
rescheduling, and migration [12], [13]. Fog and edge architec-
tures can detect failures close to the data source and reduce
dependence on distant cloud infrastructure. Machine-learning-
based fault detection has also been used to identify anomalous
or faulty sensor data and initiate recovery at the fog layer.

Cloud workflow research has proposed fault-aware sched-
ulers that map or remap tasks according to resource reliability,
data locality, execution cost, and workload constraints [9],
[10], [14]. These techniques improve workflow completion
and infrastructure utilization, but the recovery alternatives are
generally chosen by deterministic schedulers or predefined
optimization procedures. They do not ordinarily reason over

dynamically expressed organizational policies or generate new
recovery plans from heterogeneous runtime context.

IoT-edge—cloud environments introduce further challenges
because devices may be resource constrained, intermittently
connected, mobile, or managed by different administrative
domains [15], [16]. Recent studies identify workload place-
ment, communication reliability, latency, energy consumption,
security, and fault recovery as interconnected orchestration
concerns. Adaptive caching, delay-tolerant communication,
and edge—cloud collaboration can improve availability, al-
though these mechanisms do not by themselves prevent an
autonomous recovery decision from violating a safety or
governance requirement.

B. Self-Adaptive and Agentic Recovery

Self-adaptive systems observe their operating environment
and modify their behavior in response to runtime changes.
In IoT and fog systems, adaptive mechanisms have been
applied to scheduling, resource allocation, anomaly response,
load balancing, and service placement. Such systems generally
operate over a predefined adaptation space, with policies or
utility functions determining which configuration should be
selected.

Agentic Al broadens this adaptation space by allowing a
reasoning component to interpret operational context, con-
struct multi-step plans, invoke tools, and coordinate special-
ized agents [5]-[8]. Emerging work on agentic cloud opera-
tions demonstrates that bounded agents can analyze telemetry
and propose recovery actions such as resource reconfigu-
ration, schema reconciliation, and failure remediation. One
recent cloud-pipeline architecture reported lower recovery time
and reduced manual intervention by validating agent actions
against declarative governance policies. Its focus, however,
is data-pipeline operation rather than sensor-to-actuator IoT
workflows and cyber-physical recovery.

C. Runtime Policy Enforcement for Autonomous Agents

Policy-based control has a long history in multi-agent sys-
tems [1], [4]. Recent agentic architectures apply governance
at tool boundaries, pre-action gates, runtime monitors, and
post-action audit points. Authenticated-workflow approaches
protect prompt, tool, data, and context boundaries of agentic
systems and reject operations that lack required authorization
or integrity evidence. Governance-by-architecture frameworks
represent constraints as executable specification objects and
place enforcement points directly within the agent loop. This
is important because finite reward penalties or prompt in-
structions cannot guarantee that hard requirements will be
respected.

Trace-oriented frameworks have also been developed to
check an agent’s sequence of tool invocations against temporal,
argument-level, and information-flow constraints. Such work
demonstrates that some violations can only be identified by
examining relationships across multiple actions rather than
validating each tool call independently. These approaches
provide useful policy and monitoring foundations, but they
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TABLE I
RESEARCH-GAP COMPARISON

Approach Adapt. Hard Gate IoT Post-Val. Bound Esc.

Static retry No Lim. Lim. No Retry

Rule-based IoT Lim. Dep. Yes  Some Config.

Cloud scheduling Opt. Lim. Part.  Res. Part, ~ Adapt: adapiive:
General agents Yes Prompt No Lim. Var.

Agent governance Part. Yes No Yes Often

ARPE-IoT Yes Yes Yes Yes Yes

Hard Gate: hard policy gate; Post-Val.: post-validation; Bound Esc.: bounded escalation; Lim.: limited; Dep.:

; Opt.: optimization-based; Part.: partial; Res.: resource-focused; Var.: variable.

do not fully address how a constrained agent should recover
a failed IoT workflow.

Unlike general runtime-governance approaches such as
AgentSpec [1] and Pro2Guard [2], ARPE-IoT embeds hard
policy enforcement within a bounded IoT recovery loop that
also includes post-action physical-state validation and safe-
state escalation.

D. Research Gap

The literature contains mature mechanisms for distributed
fault tolerance and emerging mechanisms for agent gover-
nance, but the two areas remain insufficiently integrated.
Conventional IoT recovery is generally reliable but inflexible,
while unconstrained agentic recovery can be adaptive but
operationally unsafe. Existing governance frameworks can
approve or reject agent actions, yet they usually do not define
an end-to-end recovery protocol for heterogeneous cloud—edge
IoT workflows. To the best of our knowledge, existing work
has not jointly addressed context-aware agentic recovery, hard
runtime policy enforcement, bounded re-planning, degraded-
mode execution, and post-action state validation within a
unified cloud—edge IoT workflow architecture.

III. SYSTEM MODEL AND PROBLEM FORMULATION

An 10T workflow is modeled as W = (V, E,,, ), where V'
is the set of workflow tasks, E,, C V x V is the dependency
relation, and o : V' — {D, G, C, M, A} maps tasks to devices,
gateways, cloud services, models, or actuators. Runtime state
is s;, and a failure event is f = (7,v,p,t), where 7 is the
failure type, v is the affected task, p is severity, and t is
time. Failure types include sensor outage, gateway timeout,
cloud timeout, expired token, anomalous data, data-residency
violation, excessive retry, and unsafe actuator command.

Safe

Filter

Success

fail
State

ARPE-IoT execution order: policy filtering precedes selection; validation failure replans, success returns to monitoring, and mandatory escalation

The prototype uses a constrained planning agent that maps
structured failure context to candidates from a fixed action
catalogue

AR = {a’r'etrya Asubs Aroutes Arolly Adegs a'esc}- (1)

In the current prototype, the planning component is a con-
strained context-aware planner rather than an unconstrained
generative LLM. Agentic behavior refers to selecting, ranking,
and replanning recovery actions from the fixed catalogue using
runtime failure context. The constrained planner receives a
structured failure vector and generates a ranked subset from the
catalogue using the same utility estimator used in evaluation.
The unconstrained-agent baseline uses the same candidate gen-
erator and utility estimator but bypasses hard-policy filtering,
post-action validation, and safe-state enforcement. The planner
may recommend actions, but cannot directly invoke actuators
or cloud services. A policy p; returns {allow, deny, escalate}
over action, state, identity, data attributes, and physical context.
Conflicts are resolved by deny > escalate > allow. Hard-
policy feasibility and human-review sets are

Af:{aeAC |vpl GPHa pi(avstvx):allow}3 (2)
Ap ={a € Ac | 3pi € Py, pi(a, s, v) = escalate}. (3)

A. Recovery Utility Estimation

Feasible actions are ranked only by operational utility:

U(a) = wsS(a)—wiL(a)—w.C(a)—w,R(a)—weE(a), (4)

where all terms are normalized to [0, 1], 3, w; = 1, and w; >
0. Experiments use wy = .40, w; = .20, w, = .10, w, = .25,
and w, = .95. The success estimate uses smoothed historical
outcomes, S(a, f) = (Nsuce(a, ) + @)/ (nar(a, f) + o+ ),
with « = S = 1. Estimates are calibrated on a separate
warm-up simulation, frozen before evaluation, and shared
by ARPE-IoT and the unconstrained-agent baseline to avoid
order effects. The recovery budget is B = (Nmaz, Tmaz)s
where N, ., bounds attempts and 7,,,,, bounds total recovery
duration. If Ay = (), a mandatory-review policy applies, a
timeout occurs, or B is exhausted, the workflow enters S fe:
no new actuator command is issued, the last safe set point is
retained, restricted data flows are stopped, and an operator is
alerted. Actions in A, are excluded from autonomous selection
and require operator approval.



Algorithm 1 ARPE-IoT Bounded Recovery Protocol

Require: Failure event f, state s;, candidate catalogue A g, policies Ppr, budget B =
(Nww,w } TnLaa:)

Ensure: Recovered workflow state or safe-state escalation

1: Initialize attempted-action history H <— @, attempt count Ngttempts <— O, start
time tq, and elapsed time T <— 0.

2: Classify f = (7, v, p, t) and update workflow state sy.

3: while Nottempts < Nmaw and T < Trpaq do

4: Generate candidate set Ac C Ap from structured failure context within planner

timeout T,.

5 Compute feasible set Ay and human-review set Ay, using hard policies.

6: if Ay = 0 or mandatory escalation condition holds then

7: Enter Ssqfe, write audit record, and notify operator.

8: return

9: end if

10:  if Ay \ H = 0 then

11: Enter Sgqfe, write audit record, and notify operator.

12: return

13: end if

14: Select a™ <+ arg maxae A \H U(a).

15: Execute a* and update state s¢y1.

16: if workflow, physical-state, and policy-log validation succeeds then

17: Resume workflow and write audit record.

18: return

19: end if

20: Set H < H U {a"}, Nattempts < Nattempts + 1, and T' < current
time —tg.

21: end while
22: Enter Sy, e, stop unsafe actions, and escalate to a human operator.

Trusted components are the policy store, enforcement en-
gine, audit logger, identity provider, and actuator safety con-
troller. Sensors, networks, cloud APIs, credentials, edge nodes,
and planning agents may fail or be compromised. Policy
integrity is assumed for this study.

IV. ARPE-IOT FRAMEWORK

Fig. 1 shows the framework. A monitor collects teleme-
try, events, policy outcomes, and workflow state. A failure-
classification agent estimates type and severity. A planning
agent proposes candidate actions, but a policy engine filters
hard-policy violations before the selector ranks remaining
actions. An execution and validation agent applies the ac-
tion, checks state consistency, downstream safety, and policy
compliance, and either resumes the workflow, replans within
budget, or escalates.

V. PROTOTYPE AND EXPERIMENTAL METHODOLOGY

We implemented a discrete-event Python simulator con-
taining one temperature sensor, one occupancy Sensor, two
edge gateways, two cloud services, one HVAC actuator,
one policy engine, and one constrained recovery planner.
The simulator, policy definitions, failure configurations, and
result-generation script are provided in the supplementary
artifact files simulate_arpe_iot.py, results. json,
and README . md. Experiments used Python 3, random seed
42, Npaow = 3, Tinae = 200 ms, planner timeout 7,, = 50
ms, and the weights above. The run count is (1 4 8) x 300 x
4 = 10,800: one normal case plus eight failure classes, 300
repetitions, and four methods.

Baselines are static retry, conventional rule-based recovery,
unconstrained agentic recovery, and ARPE-IoT. The rule-
based baseline contains technical recovery rules but no
independent runtime policy gate; therefore, it may select

TABLE 11
AGGREGATE RESULTS OVER 10,800 SIMULATED RUNS

Method Safe Auto. Resol. Esc. Viol. Lat. False
% % % % ms %
Static 64.6 64.6 0.0 11.1 63.4 7.6 Auto. Resol:
Rule 58.5 58.5 0.0 333 36.0 30.0
Agent 69.8 58.7 11.1 222 36.6 20.2
ARPE 100.0 822 17.8 0.0 47.7 0.0

autonomous resolution; Esc.: escalation; Viol.: policy violations; Lat.: mean latency: False: false recovery.

TABLE III
SAFE HANDLING BY FAILURE CLASS (%)

Failure Static Rule Agent ARPE
Sensor outage 64.0 90.3 88.3 100.0
Gateway timeout 65.7 85.3 88.3 100.0
Cloud timeout 71.3 83.7 84.7 100.0
Expired token 69.7 93.0 91.7 100.0
Data anomaly 66.7 76.0 75.7 100.0
Residency violation 72.7 0.0 0.0 100.0
Excessive retry 0.0 0.0 100.0 100.0
Unsafe command 73.0 0.0 0.0 100.0

predefined backup services or actuator actions that become
noncompliant under the current context. Metrics are
Safe Handling Rate =
Ncont’rt)lled_safe_state_escalation)/Ntotal s
Autonomous Resolution Rate
Nresolved_without_human_intervention /Ntotal B pOliCY'ViOIation
rate, mean latency, escalation, and false recovery, where
false recovery denotes an apparently successful but unsafe or
noncompliant recovery. For baselines, autonomous resolution
may include unsafe or noncompliant technical completions;
for ARPE-IoT, it is also safe recovery because policy filtering
and validation are active.

These comparison methods are controlled variants of the
same simulation environment rather than independent exter-
nal implementations. The unconstrained-agent configuration
serves as a direct ablation of policy filtering, post-action
validation, and safe-state enforcement, while the rule-based
configuration provides a controlled non-agentic baseline within
the same simulation environment.

(Nsafe_autonomous_resolution +

VI. RESULTS AND DISCUSSION

Table II shows that ARPE-IoT achieved a 100% safe
handling rate by resolving 82.2% of cases autonomously and
routing 17.8% to controlled safe-state escalation. This does
not mean every workflow completed its intended business op-
eration autonomously. Instead, all evaluated workflows either
recovered without violating policy or stopped in Ssqr.. The
observed 0% executed policy-violation rate is an expected
consequence of the hard pre-execution policy gate under the
trusted-policy-engine assumption; the experiment verifies that
this invariant was maintained across the evaluated scenarios
rather than treating zero violations as an unexpected statis-
tical result. Compared with rule-based recovery, ARPE-IoT
improved safe handling by 41.5 percentage points and reduced
policy violations from 33.3% to 0% in the evaluated scenarios.
Compared with unconstrained agentic recovery, it improved



TABLE IV
SENSITIVITY AND ABLATION SUMMARY

Configuration Safe (%) Esc. (%) Viol. (%)
w, = .10, ws = .55 100.0 17.5 0.0
wy = .25, ws = .40 100.0 17.8 0.0
wy = .40, ws = .25 100.0 18.1 0.0
No policy filter 84.7 18.0 153
No safe-state escalation 88.8 11.2 0.0

safe handling by 30.2 percentage points and eliminated policy-
violating data-routing and actuator actions in the evaluated sce-
narios. Across reported non-boundary proportions, the maxi-
mum 95% confidence-interval half-width was 1.9 percentage
points; boundary values such as 0% are interpreted only within
the evaluated scenarios.

Table III shows that aggregate gains are concentrated in
policy-sensitive failures. Rule-based recovery handled ordinary
sensor and token failures well, but failed on residency viola-
tions and unsafe commands because its embedded fallback
rules lacked a separate policy gate. ARPE-IoT preserved
safety in those cases by denying noncompliant actions and
escalating when no admissible autonomous action remained.
Static retry was counted as safe in unsafe-command scenarios
only when retry exhaustion prevented command execution
or the simulated context returned to an admissible state.
The unconstrained agent handled excessive-retry cases by
selecting a non-retry alternative from the shared catalogue;
unlike ARPE-IoT, this behavior was not guaranteed by an
enforceable retry policy. ARPE-IoT latency averaged 47.7 ms
(SD 46.9 ms, median 22.5 ms, 95th percentile 144.5 ms),
compared with 36.6 ms for the unconstrained agent. The
overhead reflects policy evaluation, validation, and escalation.
The difference between mean and median latency reflects a
right-skewed distribution caused by repeated recovery attempts
and escalation in a minority of cases.

Sensitivity and ablation results are summarized compactly
in Table IV. In sensitivity runs, w, was varied while wsy
was adjusted by the same amount so weights continued to
sum to one. Increasing w, from .10 to .40 preserved safe
handling while changing escalation only slightly on the shared
test traces. Ablations show that removing the policy filter
reintroduced 15.3% policy violations and reduced safe han-
dling to 84.7%, while removing safe-state escalation reduced
safe handling to 88.8%. Limitations include the simulation-to-
reality gap, candidate-catalogue completeness, non-adversarial
sensors, and the assumption that the policy engine is uncom-
promised.

VII. CONCLUSION

This paper presented ARPE-IoT, a framework for adaptive
recovery and runtime policy enforcement in agentic loT work-
flows. In 10,800 simulated executions, ARPE-IoT improved
safe handling over static retry, rule-based recovery, and un-
constrained agentic recovery while reducing policy violations
to 0% in the evaluated scenarios; 17.8% of these safe outcomes

were controlled escalations rather than autonomous business-
task completion. The results support separating hard policy
feasibility from soft recovery utility. Future work will imple-
ment ARPE-IoT in a physical testbed, calibrate utility esti-
mates from operational data, formally verify policy predicates,
and evaluate human-in-the-loop escalation quality.
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